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This work looks 
at commodity
smart home 

IoT deployments



Presentation Outline

Motivation
• Why is the evaluation of IoT deployment important?

Past 
Research

• Components of an IoT deployment

• Attacks, mitigations, and stakeholders

Methods
• How we go about objectively evaluating heterogeneous devices

Findings
• What we found applying our methodology to 45 devices.

Moving 
Forward

• https://YourThings.info portal and publicly available evaluation data

• Collaboration/partnership with industry

https://yourthings.info/


Motivation

Market demand for home IoT devices 
is sky rocketing

Some vendors lack expertise

Building secure IoT is hard (distributed 
systems)

Attack surface is large 
(several componenets)

Example of attacks: DynDNS



IoT Components

• Device

• Mobile App

• Cloud Endpoints

• Network



Past and Current 
Research



Past Research

• Divided research based on

• Device, Cloud, Mobile App, 
and Network

• Cross compare against

• Attacks, Mitigations, and 
Stakeholders

• Answering the following:

• What is the focus of the 
community?

• What attack surfaces are 
studied?

• What defenses are 
proposed?

• Who is responsible for 
fixes?



Research 
Directions

• Focus in Device and Network 
security

• Attacks are Device oriented, very few 
in Mobile App and Cloud

• Defenses propose Patching and few 
propose Frameworks

• Responsible party is the Vendor in 
most cases



Example of 
Device 
Research

• Echo exposed hardware debug 
pins

• SmartTV unauthenticated 
services leads to Ransomware

• Vendor backdoors (Arris)

• Static master key in firmware 
(LIFX)

• Side-channel and vulnerable 
firmware – going nuclear (Hue)



Examples of 
Network Research

• Devices use IP to talk over the 
Internet

• UPnP

• Privacy issues (DNS)

• TLS/SSL bugs

• Devices use low-energy protocols 
for nearby communication

• Insecure rejoin (ZigBee)

• ZWave master key

• Bluetooth



Examples of 
Cloud Research

• Vulnerable cloud endpoints

• Integration services

• Cloud endpoint 
vulnerabilities
• Expose PII

• Control devices

• Escalate privilege



Examples of Mobile 
Research

• Common permissions problem

• Incorrect use of cryptographic 
protocols

• Hardcoded keys

• Malicious apps

• IoT device fuzzing using 
mobile apps



Overview of Past Research

Studied Componenets

Devices

Cloud integration services

Network (by association)

Mitigations

Patching bugs

Vendor responsibility

Unexplored Directions

Mobile app

Cloud services

Network discovery protocols

User control and visibility



Reality Check: 
Research vs Market

• Evaluate IoT devices with a practical approach

• Objective

• Transparent

• Measurable

• Reproducible

• Device Representation

• Media devices vs appliances

• Easy to understand

• Consumer oriented



Methods:
Deployment 
Evaluation



Our Approach
• Get a comprehensive view of deployments

• Account for all components

• Module design to accommodate for heterogeneity



Overview of Approach

• Device
• Internet pairing, configuration, updateable, exposed 

services

• Mobile app
• permissions, crypto errors, hardcoded keys/secrets

• Cloud endpoints
• types and counts, TLS/SSL, vulnerable software, 

insecure protocols

• Network
• Device from/to cloud

• Device from/to mobile app

• Mobile app from/to cloud



Lab Setup

• The lab has over 65+ devices

• Media devices, cameras, appliances, home security, 
home assistant, light bulbs, hubs, TVs, game consoles

• Network: single /24 private IPs with Linux (Debian) gateway

• ASUS AC5300 as a Wireless AP

• 48 Port Switch

• Ports are mirrored

• Device configuration

• Minimal, keep default settings

• Turn off auto-update, if possible

• iPad Mini and Samsung Tablet with companion mobile apps



Lab 
Setup



Tools
• Device

• Network service scan

• Nessus scanner

• Mobile App

• Static and dynamic analysis for iOS and Android 
apps

• Kryptowire (Thank You!)

• Cloud endpoints

• Extract and label DNS traffic

• Network service scan

• Nessus scanner

• Network

• Protocol analysis

• Man-in-the-middle attack on TLS/SSL

• SSLSplit, ntop-ng, iptables



Findings



Findings
• Devices

• Insecure exposed services

• Weak/no authentication on services

• Network communication

• Encrypted over the Internet, TLS/SSL 
vulnerabilities

• Most LAN communication lack encryption

• Cloud endpoints

• Exposed services (some vulnerable)

• Misconfigured

• Mobile apps

• Over provisioned with permissions

• Cases of incorrect use of crypto

• Hard coded API/secret keys



Case Study: 
Device

MiCasa Verde VeraLite

• Bridge hub with ZWave

• Door/window/motions sensors, door 
locks

• Cloud/device pairing

• pre-printed pin (MAC address)

• Manual updates

• notifies users of available updates

• Exposed services

• DNS, UPnP, web, and SSH

• Default configurations out of the box

• UPnP services RCE vulnerability

• CVE-2012-5958-65

• Dropbear SSH RCE vulnerability

• CVE-2013-4863



Case Study: Network 
- Sonos Play 1

• Firmware version 8.3 (prior to 10)

• Wireless speaker

• UPnP on LAN

• Custom protocol over the Internet, 
port 3401

• Unencrypted communication 
between components

• Susceptible to man-in-the-middle

• Passive snooping

• Active interception



Case Study: Cloud - Belkin Netcam

• Cloud controlled indoor camera

• Motion detection

• Cloud endpoint allows SSLv2,v3

• Vulnerable to downgrade attack

• Web app exposes running processes on 
server

• Open basic auth over HTTP

• JBoss vulnerable to unauthenticated 
RCE



Case Study: Mobile 
App - Koogeek

• Android v1.2.2

• WiFi lightbulb

• Mobile app controls lights

• State (on/off), color, timer, and dimmer

• Hardcoded crypto keys

• API key and secret key for cloud services

• Requests excess permissions

• More than 10 requested app permissions 
that are not used



Moving Forward



Putting it Together –
YourThings.info

Created a 
scorecard system

Rating for 
components

Independent 
scoring

Modular and 
customizable

Documented







Moving Forward –
YourThings.info

• Evaluation data is public

• Packet capture includes

• Device activity

• Scans (request/response)

• Mobile App interactions

• Network attacks (MiTM)

• List of devices with IP mapping

• Raw scores in CSV format

• Evaluation single snapshot

• Network traffic collection continuous



Moving Forward - Collaboration/Partnership

• Feel free to reach out:

• Request specific device 
evaluation

• Sponsor devices for 
evaluation

• Additional questions

• Download our data

• https://YourThings.info

• Contact email:

• contact@YourThings.info

https://yourthings.info/
mailto:contact@YourThings.info

